
 

Basalt Regional Library District 

Electronic Access Policy 

It is the policy of the Basalt Regional Library District’s (BRLD) Board of Trustees to provide 

Internet access to its patrons and guests. 

BRLD understands the important role the Internet and electronic resources play in today’s 

society.  Therefore, BRLD maintains public computers, wireless Internet service, and reputable 

databases for the convenience of our guests and patrons. 

BRLD adheres to the USA Patriot Act, the Children’s Internet Protection Act (CIPA), and the 

Child Online Protection Act (COPA). 

1. Each Internet accessible computer has security software which will automatically delete 

any changes made during a user’s session once the computer is rebooted or shut down 

at the end of the session.  Patrons are advised to save files to the cloud or onto a flash 

drive. 

2.  Patrons must have a BRLD library card if they wish to use an Internet accessible 

computer.  Guests may request a “Guest Pass.” 

3. Computer users may use the computer in blocks of one-hour sessions.  Library staff has 

the authority to grant or deny extended computer time on an individual basis if 

computers are available. 

4. All public computer stations and network connections (including wireless) in the library 

are filtered according to Federal and State law. Filters are software programs that block 

access to material that may be considered offensive. No filter is 100 percent effective. 

Parents or legal guardians of minors must assume responsibility for their children’s use 

of the computers. 

5. The information resources available through the Internet exist beyond the scope of 

BRLD’s Collection Development policy.  BRLD is not responsible for the accuracy or 

validity of information found on the Internet.  Patrons should consider the source and 

timeliness of all information retrieved through the Internet.  BRLD subscribes to several 

reputable databases that are available to our patrons. 

6. Unauthorized Use: Illegal activities or any other activities intended to disrupt the 

network services or equipment are prohibited. Unauthorized use includes, but is not 

limited to, the following:  

a. Disrupting or causing damage to library programs, data, or equipment 

b. Disassembling computers or disconnecting network or power cables from 

computer or wall 

c. Unauthorized monitoring of electronic communications 

d. Unauthorized entering of other machines accessible via the library’s networks 



e. Intentionally propagating computer worms, viruses or other malicious software 

f. Interfering with another patron’s privacy or use of a library terminal 

g. Fraudulently obtaining access to Internet sites including falsification of age, and 

unauthorized use of computer accounts, access codes or network identification 

numbers 

h. Unauthorized use or copying of information posted on the Internet 

i. Distributing unsolicited advertising or spam 

j. Violating software licensing agreements and/or copyright laws 

Unauthorized access of a computer, computer network, computer system, or any part 

thereof, or exceeding authorized access to a computer, computer network, computer 

system, or any part thereof, is a crime under Colorado law (Colorado Revised Statutes, 

Sec. 18-5.5-102). Unauthorized use may result in the loss of library privileges. Violators 

may also be subject to criminal prosecution or other legal action. 

7. Patrons of BRLD shall be prohibited from invading the privacy of any computer user.  

Each patron must comply with the BRLD’s Behavior Policy and should be considerate of 

all library users and library staff.  Computer users must be aware that the U.S.A. Patriot 

Act gives authorities the legal right to access information from computers in the library.  

In the event of a request for information from a law enforcement agency, the Executive 

Director will contact BRLD legal counsel for advice on how to respond to the request. 

8. The American Library Association’s Freedom to Read Statement (attached hereto as 

Exhibit B) and the Library Bill of Rights (attached hereto as Exhibit C) are adopted 

policies of the Board of Trustees. 

9. The library will not be responsible for any information (i.e. credit card) that is 

compromised, or for any damage caused to your hardware or software due to electric 

surges, security issues, or consequences caused by viruses or hacking. 

 

Review Date:  April 2015, March 2022 

 



2020 Colorado Revised Statutes 
Title 18 - Criminal Code 
Article 5.5. Computer Crime 
Section 18-5.5-102. Cybercrime. 
Universal Citation: CO Rev Stat § 18-5.5-102 (2020) 

(1) A person commits cybercrime if the person knowingly: 

a. Accesses a computer, computer network, or computer system or any part thereof 
without authorization; exceeds authorized access to a computer, computer 
network, or computer system or any part thereof; or uses a computer, computer 
network, or computer system or any part thereof without authorization or in 
excess of authorized access; or 

b. Accesses any computer, computer network, or computer system, or any part 
thereof for the purpose of devising or executing any scheme or artifice to 
defraud; or 

c. Accesses any computer, computer network, or computer system, or any part 
thereof to obtain, by means of false or fraudulent pretenses, representations, or 
promises, money; property; services; passwords or similar information through 
which a computer, computer network, or computer system or any part thereof 
may be accessed; or other thing of value; or 

d. Accesses any computer, computer network, or computer system, or any part 
thereof to commit theft; or 

e. Without authorization or in excess of authorized access alters, damages, 
interrupts, or causes the interruption or impairment of the proper functioning of, 
or causes any damage to, any computer, computer network, computer system, 
computer software, program, application, documentation, or data contained in 
such computer, computer network, or computer system or any part thereof; or 

f. Causes the transmission of a computer program, software, information, code, 
data, or command by means of a computer, computer network, or computer 
system or any part thereof with the intent to cause damage to or to cause the 
interruption or impairment of the proper functioning of or that actually causes 
damage to or the interruption or impairment of the proper functioning of any 
computer, computer network, computer system, or part thereof; or 

g. Uses or causes to be used a software application that runs automated tasks over 
the internet to access a computer, computer network, or computer system, or any 
part thereof, that circumvents or disables any electronic queues, waiting periods, 
or other technological measure intended by the seller to limit the number of event 
tickets that may be purchased by any single person in an online event ticket sale 
as defined in section 6-1-720, C.R.S.; or 

https://law.justia.com/citations.html


h. Solicits or offers to arrange a situation in which a minor may engage in 
prostitution by means of using a computer, computer network, computer system, 
or any part thereof; or 

i. Directly or indirectly uses a scanning device to access, read, obtain, memorize, 
or store, temporarily or permanently, information encoded on the payment card 
without the permission of the authorized user of the payment card, and with the 
intent to defraud the authorized user, the issuer of the authorized user's payment 
card, or a merchant; or 

j. Directly or indirectly uses an encoding machine to place information encoded on 
the payment card onto a different payment card without the permission of the 
authorized user of the payment card from which the information being reencoded 
was obtained, and with the intent to defraud the authorized user, the issuer of the 
authorized user's payment card, or a merchant. 

2. (Deleted by amendment, L. 2000, p. 695, § 8, effective July 1, 2000.) 
3. (a) Except as provided in subsections (3)(b), (3)(b.5), and (3)(c) of this section, if 

the loss, damage, value of services, or thing of value taken, or cost of restoration 
or repair caused by a violation of this section is: 

I. (Deleted by amendment, L. 2018.) 
II. Less than three hundred dollars, cybercrime is a class 3 misdemeanor; 

III. Three hundred dollars or more but less than seven hundred fifty dollars, 
cybercrime is a class 2 misdemeanor; 

IV. Seven hundred fifty dollars or more but less than two thousand dollars, 
cybercrime is a class 1 misdemeanor; 

V. Two thousand dollars or more but less than five thousand dollars, cybercrime is a 
class 6 felony; 

VI. Five thousand dollars or more but less than twenty thousand dollars, cybercrime 
is a class 5 felony; 

VII. Twenty thousand dollars or more but less than one hundred thousand dollars, 
cybercrime is a class 4 felony; 

VIII. One hundred thousand dollars or more but less than one million dollars, 
cybercrime is a class 3 felony; and 

IX. One million dollars or more, cybercrime is a class 2 felony. 

b. Cybercrime committed in violation of subsection (1)(a) of this section is a class 2 
misdemeanor; except that, if the person has previously been convicted under this 
section or of any criminal act committed in any jurisdiction of the United States 
which, if committed in this state, would be a felony under this statute, cybercrime 
committed in violation of subsection (1)(a) of this section is a class 6 felony. 

(b.5) Cybercrime committed in violation of subsection (1)(h), (1)(i), or (1)(j) of this 
section is a class 5 felony. 

c. (I) Cybercrime committed in violation of subsection (1)(g) of this section is a class 
1 misdemeanor. 



II. If cybercrime is committed to obtain event tickets, each ticket purchased shall 
constitute a separate offense. 

III. Subsection (1)(g) of this section shall not prohibit the resale of tickets in a 
secondary market by a person other than the event sponsor or promoter. 

(d) Consistent with section 18-1-202, a prosecution for a violation of subsection (1)(g) of 
this section may be tried in the county where the event has been, or will be, held. 

(4) Nothing in this section precludes punishment pursuant to any other section of law. 

Source: L. 79: Entire article added, p. 728, § 7, effective July 1. L. 83: (1) amended, p. 
705, § 3, effective July 1. L. 84: (3) amended, p. 538, § 14, effective July 1, 1985. L. 
89: (3) amended, p. 839, § 75, effective July 1. L. 92: (3) amended, p. 437, § 9, 
effective April 10. L. 98: (3) amended, p. 1440, § 18, effective July 1; (3) amended, p. 
797, § 12, effective July 1. L. 2000: Entire section amended, p. 695, § 8, effective July 
1. L. 2007: (3)(a) amended, p. 1696, § 14, effective July 1. L. 2008: (1)(g), (3)(c), and 
(3)(d) added and (3)(a) amended, p. 2230, §§ 3, 4, effective July 1. L. 2014: (3)(a) 
amended, (HB 14-1266), ch. 155, p. 539, § 5, effective August 6. L. 2018: IP(1) and (3) 
amended and (1)(h), (1)(i), (1)(j), and (4) added, (HB 18-1200), ch. 379, p. 2290, § 2, 
effective August 8. 

Cross references: For the legislative declaration contained in the 2007 act amending 
subsection (3)(a), see section 1 of chapter 384, Session Laws of Colorado 2007. 
 
Disclaimer: These codes may not be the most recent version. Colorado may have 
more current or accurate information. We make no warranties or guarantees about the 
accuracy, completeness, or adequacy of the information contained on this site or the 
information linked to on the state site. Please check official sources. 
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